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Incident Readiness Pack

Our Incident Readiness Pack is a suite of complimentary solutions that are
designed to assess and improve your organisations’ ability to respond to
Cyber incidents in a harmonised and controlled manner.

Incident Response Plans form the basis of your organisational response to all
types of cyber incidents. Undertaking an expert review of those plans is crucial
to ensuring your plans are fit for purpose against the backdrop of the modern
threat landscape.

Tabletop exercises allow your teams to test their understanding of your newly
reviewed and improved Incident Response plans, as well as their ability to work
together across disciplines — both internally and externally.

The combination of these services not only provides your teams with tested and
well-understood processes, but also provides demonstrable outputs to show
improvement in Incident Response capabilities as an organisation.

Incident Response Plan Review

Having an external review of your plan and
supporting documentation provides reassurance to all
key stakeholders that the business is in the best
possible position to respond to an incident.

Through interviews, group sessions, and document-
based evidence we will review your current capability
and maturity with respect to Incident Response. Our
reviews are highly adaptable and can include more
practical aspects such as evaluation of technical
capability in key areas of Incident Response.

At the conclusion we’ll provide suggestions for
actionable improvements based on a framework of
observations, findings and recommendations through
reporting or presentation.
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Global Cyber Risk Services

= Cyber Crisis Tabletop Exercise

Our experts will deliver theory driven exercises to
stress-test your response to a range of crises, from
ransomware to Insider threat and more.

Our experts’ experience means that our scenarios
are based on real-world events from the bleeding
edge of incident response. We apply those lessons
in a safe and controlled environment.

Deliverables can include reports covering
observations and recommendations for your teams
to implement in securing your business and clients.

N\

)
\ |
Ul

~

Respond to unexpected
events, preserving
reputation and value

Plan continuous improvement
using our knowledge of
real-world events

) Secure |

Understand your risk profile
based on real world factors

Defend against known
and unknown threats

Our Incident Readiness Pack provides a discount when
compared to contracting our individual services.
Contact your relationship manager for the latest pricing.
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