Global Cyber Risk Services

~\ Thomas
@ Murray

1 Incident Response Plans: Review and Development

Our team can help your organization prepare for a cyber incident. We
combine our advanced operational knowledge and leading-edge threat
intelligence to deliver valuable insights into your incident preparedness.

= Incident Response Plan form the basis for your organisational response to all

types of cyber incidents.

Through our extensive experience responding to incidents for hundreds of
clients across many regions and verticals we’ll help shape your Incident
Response Plan to meet the unique needs of your organisation, technology, and

internal teams.

- Incident response plan review

An external review of your plan and
supporting documentation provides
reassurance to all key stakeholders
that the business is in the best
possible position to respond to an
incident.

Through interviews, group sessions,
and document-based evidence we
will review your current capability
and maturity with respect to incident
response. Our reviews are highly
adaptable, and can include more
practical aspects such as evaluation
of technical capability in key areas
of incident response.

We provide suggestions for
actionable improvements based on
a framework of observations,
findings and recommendations
through reporting or presentation.
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Incident response plan
development

Our team can help your organisation
prepare for a cyber incident. We
combine our advanced operational
knowledge and leading-edge threat
intelligence to deliver valuable
insights into your incident
preparedness.

An incident response plan forms the
basis for your organisation’s response
to all types of cyber incidents.

Through our extensive experience of
responding to incidents for hundreds
of clients across many regions and
industries, we’ll help shape your
incident response plan to meet the
unique needs of your organisation,
technology, and internal teams.

Incident Response Hotline: +44 (0) 207 459 4888
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Threat intelligence is embedded in everything we do. Our cyber advisory experts
provide actionable data and apply the latest response methods to protect you
and your communities from ever-changing and evolving cyber threats.

Respond - Incident readiness - Forensic services
\\ Respond to - Incident response = EXxpert services
— unexpected events - Active threat hunting = Litigation support and
and protect your eDiscovery
reputation and assets
Improve - Training - Attack path validation
and control validation
[]  Use our experience to - End-to-end threat
U I plan for continuous simulation = Cyber risk consulting
improvement
Secure - Proactive security - Recovery and
monitoring remediation services
/ | Defend your
_\/ organisation against - Security architecture - Business continuity
known and unknown services advisory and
threats assessments
Quantify - Cyber due diligence - External attack

surface monitoring

/ "\ Understand your risk - Proactive threat
¢ — _ hunting - Custom threat

profile based on real-
world factors intelligence research

= Systems testing

To find out ,  Kevin Groves
more contact: “4&) Sales Director | Cyber Risk
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