) Thomas Orbit Risk
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A leading solution to digitise and automate risk management
Unparalleled coverage = Manage your global risk exposure in a centralised platform
C// 30,000 users == Coordinate with your critical service providers and other third parties
@// Thousands of monitored entities = Create highly customised reports for all stakeholders

C/ One Single, secure platform == Achieve trust, transparency and security

Key features
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Audit trails of Easy to use — increases Automated due Conforms to the
events for response rates and diligence improves highest secure and
regulatory oversight transparency efficiency user standards

Three modules in a single platform

Orbit Intelligence Orbit Diligence Orbit Security
= Bring everything into one view — see = Track your due diligence projects - A fully automated, Al-powered threat
your issues at a glance and monitor with our advanced questionnaire intelligence tool to monitor
areas of concern. platform. enterprise and third party cyber risk.
- Compare risk views across providers = Use our library of pre-populated, - Objective ratings from 0-1000 of an
and filter the data according to your industry standard questionnaires or organisation's publicly visible
organisations requirements. develop your own in minutes. network footprint.
= Delve into the detail with advanced = Communicate with your third parties = Avoid exposure to cyber risk from
analytics. in-platform to ensure all data is your third parties by monitoring for
— Option to enhance with our specialist provided. breaches and vulnerabilities.
risk products. = Generate flexible risk assessments = Access Thomas Murray’s objective,
— Incorporate your own data and other and reporting. granular remediation advice, server
data sets to complement your risk = \Work seamlessly across by server.
view. departments and teams with intuitive = Benchmark against like-for-like peer
workflows and reminders. groups.

= Capture mission-critical risk analysis,
data and news about third parties you
rely on.

Manage each stage of the TPRM lifecycle
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Selection Onboarding  Continuous Remediation Reporting Inventory  Offboarding
and screening monitoring
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) Thomas

Global Cyber Risk Services S Murray

Threat intelligence is embedded in everything we do. Our cyber advisory experts
provide actionable data and apply the latest response methods to protect you
and your communities from ever-changing and evolving cyber threats.

Respond - Incident readiness - Forensic services
\\ Respond to - Incident response = EXxpert services
— unexpected events - Active threat hunting = Litigation support and
and protect your eDiscovery
reputation and assets
Improve - Training - Attack path validation
and control validation
[]  Use our experience to - End-to-end threat
U I plan for continuous simulation = Cyber risk consulting
improvement
Secure - Proactive security - Recovery and
monitoring remediation services
/ | Defend your
\/ organisation against - Security architecture - Business continuity
known and unknown services advisory and
threats assessments
Quantify - Cyber due diligence - External attack

surface monitoring

/ °\ Understand your risk gha e ChulCe
d— hunting - Custom threat

profile based on real-
world factors intelligence research

= Systems testing

To find out -~ Kevin Groves
more contact: ?\i Sales Director | Cyber Risk
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